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30 March 2017 

The Honorable Claire McCaskill, Ranking Member 
The Honorable Tom Carper 
Committee on Homeland Security and Governmental Affairs 
United States Senate 
Washington, DC 20510-6250 

Dear Senators McCaskill and Carper: 

I write in response to your letter of March 7, 2017, regarding concerns over compliance by 
President Trump's Administration with the Presidential Records Act (PRA) and the Federal 
Records Act (FRA). Specifically, you asked NARA to respond to five questions. Please see our 
responses, below: 

Question 1: Has any staff from the White House or offices within the Executive Office of the 
President consulted NARA since January 20, 2017 regarding compliance with the Presidential 
Records Act or the Federal Records Act? If so, has NARA provided any guidance to the White 
House or the Executive Office of the President? Please provide a copy of any written guidance. 

Answer: Yes, attorneys with the Office of the Counsel to the President have consulted with 
NARA officials on a regular basis regarding compliance with the PRA. NARA has provided 
them with the following written guidance, which is attached to this letter: 

• Agenda for February 2, 2017, Briefing on the Presidential Records Act 
• Background on the Presidential Records Act 
• NARA's Guidance on Presidential Records (2016) 
• The Presidential Records Act, 44 U.S.C. Chapter 22 
• Proposed Amendments to NARA's Regulation on Presidential Records, 36 C.F.R. 

Part 1270 (December 28, 2016) 
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• Notification Procedures 
• Approved Requests for Waiver of Incumbent Presidential Privilege Review 
• Approved Requests for Disposal of Incumbent Presidential Records 
• NSC Special Access Request Waivers 

Question 2: Has NARA provided, or been asked to provide, guidance to any federal agency 
regarding methods to ensure that President Trump's communications made through this [sic] 
personal smartphone are preserved? If so, please provide a copy of any written guidance and a 
list of any agencies that have requested such guidance. 

Answer: No, NARA has not provided or been asked to provide guidance to any "federal 
agency" regarding methods to ensure that President Trump's communications made through his 
personal smartphone are preserved. To the extent that your question was intended to apply to the 
White House Office or other offices that manage Presidential records, see response to question I. 

Question 3: NARA considers President Trump's tweets as presidential records that need to be 
preserved for historic purposes. Has NARA made a determination of whether the Trump 
Administration must also preserve altered or deleted tweets? If so, please provide this 
determination. If not, please indicate when NARA anticipates making such a determination. 

Answer: No, under the PRA, records management authority is vested in the President, and 
NARA does not make "determinations" with respect to whether something is or is not a 
Presidential record. Rather, NARA provides advice and guidance concerning the PRA upon the 
request of the White House. The January 23, 2017, AP article cited in your question references 
the reporter's conversation with a NARA spokesperson to the effect that "presidential tweets, 
like all electronic communications 'created or received' by the president or his staff, are 
considered presidential records.'' NARA has advised the White House that it should capture and 
preserve all tweets that the President posts in the course of his official duties, including those that 
are subsequently deleted, as Presidential records, and NARA has been informed by White House 
officials that they are, in fact, doing so. 

Question 4: Is NARA aware of any federal agencies or offices within the Executive Office of 
the President using smartphone apps including, but not limited to, Confide for work related 
communications? Has NARA provided any guidance to federal agencies or offices within the 
Executive Office of the President on the use of smartphone apps that do not preserve work
related communications? Please provide a copy of any written guidance. 

Answer: NARA is aware of press reports suggesting that employees within the Executive 
Office of the President may be using smartphone apps including, but not limited to, Confide for 
work related communications. However, NARA has been advised by White House officials that 
their internal PRA guidance to all employees expressly forbids the use of such apps. Pursuant to 
our authority under the FRA, NARA issued a memo on March 15, 2017, to all Senior Agency 
Officials for Records Management that addresses, among other things, "Electronic Messaging 



and Encrypted Messages," and issued earlier guidance on January 27, 2017, on "Records 
Management of Social Media and Electronic Records," which is attached: 

• Archivist's Memo to Senior Agency Officials for Records Management on Records 
Management Priorities for 2017 (March 15, 2017) 

• NARA Records Express Blog on Records Management of Social Media and 
Electronic Records (January 27, 2017) 

Question 5: Is NARA aware of any government official at federal agencies or offices within the 
Executive Office of the President who have been instructed to avoid using email as a method of 
work-related communication for fear of press leaks? Has NARA provided any guidance to any 
federal agencies or offices within the Executive Office of the President on whether, and under 
what circumstances, it is appropriate to instruct covered officials to avoid using email for work
related communications, or on how to preserve the content of telephonic or in-person work
related communications? Please provide a copy of any written guidance. 

Answer: NARA is not aware of any government officials within the Executive Office of the 
President who have been instructed to avoid using email as a method of work-related 
communication for fear of press leaks, nor has NARA provided any written guidance specific to 
the Executive Office of the President regarding the issues raised in this question. 

We hope that these responses are helpful to you. 

Sincerely, 

~A~ 
DAVID S. FERRIERO 
Archivist of the United States 

cc: The Honorable Ron Johnson, Chairman 

Enc. 






































































































